20 mpaBuJI 0€30MIACHOTIO MOJIH30BAHUSA HHTEPHETOM
CornacHo cTatucTuke, 6osiee 124 MIH pOCCHSIH, TO €CTh 0KOJI0 85%
HACEJICHUSI CTPAHBI, MMOJb3YIOTCS UHTEPHETOM. MHOrME HACTOJIBKO
MPUBBIKIIA 00IIAThCA, pad0TaTh, YYUTHCS, CMOTPETh BUJECO U CIYIIATh
MY3BIKY OHJIAMH, YTO HE NPEIACTABIAIOT CBOCH NOBCEAHEBHOM KU3HU
0e3 nnrepHera. OJIHaKO, HAXOJIACh B CETH, BaXKHO TIOMHUTH O
npaBuWiiax 0e3onacHocTy. IHaue Bbl pUCKYETE CTOJIKHYTHCS C
MOIIEHHUKAMU WJIW JUIIUThCA BaxkHOU nH(popmanuu. [Ipennaraem 20
COBETOB, KOTOPBIE IOMOI'YT MOBBICUTh YPOBEHb OHJIAMH-TPAMOTHOCTH.

1. YCTaHOBUTE AaHTUBUPYCHBIE
IIPOTPaMMBI

Bupyc — 3To BpeioHOCHas MporpamMma, KOTopasi IPOHUKAET Ha Balll
KOMIIBIOTEP, HOYTOYK WIIM CMapT(POH pa3zIuuHbIMU criocobamu. OHa
criocoOHa HE TOJIBKO MOMEIATh padoTe, HAIPUMED, CAENIATh
HEJIOCTYIHOW Y4acTh MOCTOSHHOW MaMsATH, HO U TIOXUTHUTh
KOH(PUJACHIIMATBbHYIO0 HHGOPMAIIUIO: JTOTUHBI, TAPOJId, OAHKOBCKUE
PEKBU3UTHI. /{7151 321U THI OT BUPYCOB CYIIECTBYIOT aHTUBUPYCHI.
BaxkHO HE MPOCTO MOJB30BATHCS UMU, HO U IEPUOIUUECKU OOHOBIISATH
ux 0a3bl JaHHBIX, BEJIb CO3/AaTENIM BPEAOHOCHBIX MPOrpaMM TO U JIEJIO0
3aMyCKal0T B UHTEPHET CBOU HOBBIC Pa3paOOTKH.

2. Ucnosib3yuTe CII0KHBIE JJOTUHBI U
apoJin

Jlorux B BUJEe UMEHH, paMuiiuu 1 naposb tuna 1234 wim QWERTY
— HE Jiy4iias ujes. Eciii KTo-TO BCEpbe3 PEIIUT IMTOXUTUTh BaIIly
KOH(PUIAEHIIMATBbHYI0 HH(OPMAIIUIO, OH PACKOJIET TAKYIO «3aIlUTY» B
JIBa cYeTa. XOPOIIHI JJOTUH U TTapOJib — 3TO CJIOXKHAsI KOMOMHAIIUS, B
KOTOPOU MCHOJIb3YIOTCS 3arJIaBHBIE M CTPOYHBIE OYKBBI, TU(DPHI U
CUMBOJIBL. JIydiie 3a1elCTBOBATh CIICLIUAIIBHBIE ITPOIPAMMBbI, KOTOPBIE
TEHEPUPYIOT UX, 3aIIOMUHAOT U HAAECKHO XpaHAT. U xenarenbHo
II0JIb30BAaThCS PA3HBIMU COYETAHUSMU JIOTUHOB U MTAPOJICH IS
PA3HBIX CAUTOB.
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3. Pa3jIoruHMBaNTECH HA YYKHUX
yCTPOHCTBAX

Bocnonb3oBanuce uyxuM komibrorepoM? [locne atoro
HEJI0CTATOYHO MPOCTO 3aKPBITh CTPAHUILY, HA KOTOPYIO BbI 3aXO0IHJIH.
He 3a0bIBaiiTe mpeiBapUTEILHO BHIXOAUTDH U3 BCEX AKKAyHTOB,
COILICETEN U MECCEHI)KEPOB HA YCTPOMCTBE. B MpOTHUBHOM cCitydae
YEJIOBEK, KOTOPBIN CAMIET 3a ’TOT KOMIBIOTEP MOCJE BAC, MOJIYYUT
BO3MOKHOCTb BOWTH B Ballly YYETHYIO 3aIIMCh U CAENATh C HEW BCE,
4TO eMy 3a0J1aropaccyauTcs.

4. ITpoBepsiiTe 0€300aCHOCTD
COEJIMHEHUU

Bcerna oOpaiiiaiiTe BHUMaHUE Ha TO, YTO HAITMCAHO B aJIpECHOM
crtpoke. Ecin Bel BUunuTe, 4to aapec canra HaunHaercs ¢ HTTPS —
BCE B MOPAJIKE, 3TO O€30MMaCHOE COEIMHEHUE U 3/1ECh MOKHO BBOJIUTH
KOH(pUAEHIMaIbHY0 HHpOopManuo. Eciin e ajipec HAYnHaeTCs C
HTTP — »T0 3HaUnT, 4YTO COeAMHEHUE HE 3alUIIcHO. TakKe ciaeBa OT
HTTPS pomkeH ObITh 3HAYOK B BHJC 3aMKa. {15 Oombieit
YBEPEHHOCTU B 0€30ITACHOCTH COEAMHEHNS MOYKHO KIIMKHYTh HA HETO
U IPOCMOTPETHh HH(GOPMAIIMIO BO BCILTBIBAIOIIEM OKHE.

5. byapTe BHUMATEIBHBI K COCTUHEHUSIM

Wi-Fi

OO011e10CTYIIHBIE COSUHEHHUSI €CTh, HAITpUMeEp, B Kade, TOPTrOBbIX
LEHTpaxX U a’pornoprax. He ucnonb3yite ux, €Cii COOMpaecTech
BBOJIUTH JIOTUHBI, TAPOJIH, IUOO COBEPIIATh OIUIATY YCIYT U TOBAPOB
yepe3 uHtepHeT. JInbo BooOIIe He MOIB3YHTECh UMHU HU TIPH KaKUX
00CTOATENbCTBAX U OTPAHUYBTECHh OOBIYHBIM MOOUIIBHBIM
UHTEPHETOM.

6. Opranu3zymnre 0€30MaCHbBIN PEKUM
11 peOCHKa



Ha MHOrMX KOMITbIOTEpAaX U MOOWJIBHBIX YCTPOMCTBAX MPETYCMOTPEH
oe3onacHbli «JleTckuil pexkxum». Takke MOKHO HaCTPOUTh
OTPaHUYEHUS C IOMOIIBIO JOMAIIIHETO POyTepa — OOBIYHO ITa
(dbyHKIMs Ha3pIBaeTCs « POAMTEbCKUN KOHTPOJIBY. Ellle 0JIMH BapruaHT
— WCIIOJIb30BAHUE CIIEIUATIbHBIX JETCKUX PACIIUPEHUM ISl
Opay3epoB. JI000i 13 MepeUrCICHHBIX BBIIIIE BAPUAHTOB CBOAUT K
MUHUMYMY BEPOSITHOCTH TOTO, UTO PEOCHOK MOMAJET HA OMAaCHBIHI
cailT. U, KOHEUHO, 3aBeAUTE €My COOCTBEHHYIO YUETHYIO 3aIUCh.

7. Co3paiiTe a1BE MOYTHI — JJIs1 pa0OThI U
JTUYHYIO

DTO HE TOJIBKO yI00HO. DTO €IIe U TOMOTaeT OTCIEKUBATh
MOIIIEHHUKOB. Eciin Ha pabo4yro MoYTy IPUXOAUT MUCbMO, B KOTOPOM
YTBEPIKJIACTCS, YTO €r0 aBTOP YUUJICS C BAMHU B OJTHOM KJIaCCE€ U BBI
CaMHM JTJIM €MY 3TOT aApec — cpa3y SICHO, YTO JEJI0 HEYUCTO.

8. He nepenapaiiTe KoH(pUICHIIMAIbHbBIC
CBENEHUS

He niepecpuianTe naposu, JIOTUHBI, ITAacOpTHBIE NaHHbie, [TMH-komb1
Y TIPOUYIO MOJI00HYI0 HH(POPMALINIO B MECCEHIKEPAX, YaTaX WIH 1O
AJIEKTpOHHOM noute. He naenaiite aToro, gaxke €ciu Bail cOOECeTHUK
YTBEPAKIAAET, UTO OH — MPEJICTABUTEND CITY>KOBI 6€30MacHOCTH OaHKa.
Ecnu ecTh cOMHEHUs, JIy4Ille IEPE3BOHUTE B Balll OaHK W UHYIO
OpPTaHU3aINI0, COTPYAHUKOM KOTOPOU MPEJICTABISAETCS YEIOBEK, U
yTOUHUTE UH(OPMAITHUIO.

9. He xpaHute ckaHbl JOKYMEHTOB B
Io4Te

Jlydme BooOIIe HEe IIEPEChIaTh CKaHBI U (hOoTOrpaduu JOKYMEHTOB 110
AJICKTPOHHOM I0YTe, B YaTax U MecceHpkepax. Ecnu Takas
HEOOXOIUMOCTh BCE JK€ BO3HHKJIA, HAIIPUMED, 10 pabOTE MM €CIIH
HY)KHO TUCTAHITMOHHO HAIIPaBUTh 3asBIICHUE, MOCIIC YAUIATE TUCEMO
WM cooOIIIeHre B MecceHpkepe. Ho mepe 3 TuM yoeIuTech, 4To
aapecaT MOJyIHIT TOKYMCHTEHI.
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10. Orpannubste HHPOpPMALIMIO O ceO€ B
MHTECPHETE

Jlydiiie He BBIKJIaABIBATh Ha BCceoOIee 0003peHUe CBOM HOMED
TenedoHa, aJpec JIEKTPOHHON NOUTHI U APYTYIO KOHTAKTHYIO
uHpopmaiuto. Eciau 3To HyHO cAenaTh B CBSI3U C JIOJDKHOCTHBIMU
00SI3aHHOCTSIMU WJIM TTOMCKOM PadOThl, CO3/IAlTE aJIPEC AIEKTPOHHOIM
OYTHI U HOMEp TenedoHa, KOTOPbIe OYAYT UCTOIB30BATHCS TOIBKO
JUIs1 3TOT0. MHOTHE COlMANIbHBIE CETH MO3BOJISIIOT HACTPAUBATH
CIIUCOK T€X, KTO MOXET MPOCMATPUBATh Balll NpO(Uib U OTIPABIISITH
cooO1ieHus. MokHO, HarpuMep, cAeNIaTh Tak, YTOObI MUCAaTh BaM
OBLIIO pa3penIeHO TOJIBKO TEM, C KEM y Bac MOATBEPKACHA APYyxKOa — U
IPU 3TOM, KOHEYHO, CTOUT YOEIUTHCS, YTO Bbl HMEETE IPEACTABICHUE
0 KaXJIOM CBOEM OHJIAWH-IPYTE.

11. He oTkpBIBaliTE IIOAO3PUTEIbHBIC
IMUChMa

[Ipex e 4yem OTKPBITh MUCHMO, IPUILIEAIIEE HA IEKTPOHHYIO MOYTY,
POYUTANTE 3ar0JIOBOK U IOCMOTPHUTE, C KAKOTO aJipeca OHO ObLIO
ornpasieHo. Eciu TeMa BaM HEUMHTEPECHA, 3aTr0JIOBOK COCTABJIEH C
rpyObIMU OIIMOKaMU, aJIpeC MPEACTABISAET COOOM XaOTUUHOE
HarpoMO>KJICHUE CUMBOJIOB WJIM HATTOMUHAET Ha3BaHUE BaIIETO
OaHKa, HO C TIEPECTaBICHHBIMU OYKBAMHU, Cpa3y OTIPABIISUTE MUCHEMO
B KOp3uHy. M HUKOT1a HE OTKphIBaTE (hailsibl .eXe B
MOJA03PUTENBHBIX MUChMaX.

12. He mepexoaure 110
ITOJ03PUTEIBHBIM CChLIIKAM

Jlaxke ecyiv BCILIBIBAIOIAs CChUIKA OOEIIaeT YTO-TO OUYEHb
MHTEPECHOE U BBITOJIHOE, JIYUIIE HE KJIIMKATh Ha Hee. Ecu cChUIKy
MpHUCIaT BaM 3HAKOMBIN, TpU4eM 0€3 KaKuX-Tu00 KOMMEHTAPHUEB,
CHayaJia yTOYHUTE, 4TO OH UMEII B BUAY. BO3MOKHO, €T0 B3JIOMAJH, U
TeNepb MOUIEHHUKHU UCTIOIB3YIOT €ro NPoQUilb JIsl PACChUIKH
BPEIOHOCHBIX ITPOrPaMM.



13. He otpaBistiTe IpeaBapUTEIbHbBIC

SMS

Bam npennararoT ckauaTh KpaCUBYHO KapTUHKY WJIM HHTEPECHBIN
PUHITOH B uHTEepHETE 32 SMS? [IpoBepbTe HOMEDP, HA KOTOPBIN
POCST OTIPABUTH COOOIIIEHHE, B JIIOOOM MOUCKOBHUKE. BO3MOXKHO,
ATO MOIIIEHHUYECTBO, U BaM MPHUILTIOT (Dailyl ¢ BUPYCOM WU
HOMNPOCTY CIHUILYT CO cYeTa TeJiepOHA CONUIHYIO CYMMY JICHET.

14. He ycTaHaBnuBanuTe COMHUTEIIBHBIC
IIPUIIOKECHUS

EcTb nBa OGe30MacHbBIX UCTOYHUKA PUIIOKEHUM:

oduuranbHble Mara3uusel, co3aanueie Apple, Google, Microsoft u
JIPYTUMH MOJIOOHBIMU KOMITAHUSIMU;

ouIMaNbHBIE CAUTHl KOMIIAHUH, Pa3padOTaBIINX MPHUIOKEHUS.
YcTaHOBKa MIPUIIOKEHUN U3 IPYTUX UCTOYHUKOB, B TOM YHUCIIE
PA3IMYHBIX JIOMAHBIX U MUPATCKUX BEPCHUM, MOXKET 3aKOHUYUTHCS TEM,
YTO BaM MPUAETCS TIIATEILHO YUCTUTh KOMIBIOTEP WU TENE(HOH OT
BHUPYCOB.

15. byapTe akKypaTHBI B HHTEPHETE C
HE3HAKOMIIaMHU

BuprtyansHast kpacaBuila (WJIM KpacaBell) MpejjiaratoT 00MeHIThCs
uHTUMHBIMU doTorpadusmu? He Toponutech cornamarbesi. Bol
PUCKYETE TE€M, UTO Ballld CHUMKH B KaHPE HIO CTAHYT JIOCTYIIHBI B
MHTEPHETE BCEM KenaromuM. Eciy Bam npeaiararT JUYHYI0
BCTpPEUY, TOXKE MOJyMaTe HECKOJIBKO pa3. PoMaHTHYECKOE CBUIAHUE
BITOJTHE MOXET 00€PHYTHCS OOBIYHBIM OrpabJICHUEM.

16. 11 co 3HaKOMBIMU OyIbTE
AKKYpaTHEE

JIronu u o61IeHNEe OBIBAIOT PA3HBIMU: CETOIHS BbI JIYUIIIUE APY3bs, a
3aBTpa 3jeiue Bparu. I coBMectHbie GoTorpaduu, BUACO, IUTATHI
U3 MEePENUCOK MOT'YT OBbITh UCIIOIB30BaHBI MPOTUB Bac. [loaTomy
MpEXAe YeM OTIPABUTH YTO-TO JIMYHOE JIA’KE XOPOIIO 3HAKOMOMY



YEJI0BEKY, MOIYMANTE, HE IPEBPATUTCS JIM B MOCIECAYIOIIEM 3TOT
KOHTEHT B KOMIIPOMAT.

1’7. biiokupyuTe 1oa03pUTEIBHBIX
I1OJIb30BATEIIEN

Ecnu y Bac NosIBWINCH TOAO3PEHMUS, UYTO TOT, KTO MUIIET BaM B
UHTEPHETE — MOIIICHHUK, CMEJIO OJIOKUPYHTE €ro. DTO HE 3aiiMeT
MHOT'0 BPEMEHH, HO IOMOKET cOepeyb HEPBHI U JCHEKHBIE CPE/ICTBA.
MHorue u3 MOIIIEHHUKOB 3HAIOT, KaK BhI3BAThH JKAJIOCTh, OOMaHYTh,
3aIyraTh U 3arOBOPUTH YeJoBeKa. [103TOMy ¢ TaAKUMH JIFOJbMHU JTyUIIE
JaXe He BeCTH Oecell U CMEJIO OTIPABJISTh B UEPHBIN CIIUCOK. Takxke y
HacC eCTh yA00Has yciiyra «be30macHblil peskuM», MOJKIIOYHB
KOTOPYIO, HEXKENATENbHbBIE COOOIIEHUS, ClIAaM U HHTEPHET-TIOAMUCKH
OyIyT OJIOKMPOBATHCS ABTOMATUYECKHA — 00OpAaTUTE BHUMAHHUE.

18. byabTe OCTOPOKHBI C O€CIIaTHBIMHU
peaI10KECHUSIMU

Buaute cinoBa «0ectuiaTHO», «3apad0TOK 0€3 BI0KEHUN, «CKUIKH
99%» nnu yTo-HUOYIb e1le B 3TOM poje? OO0X0auTe TAKUE CANUTHI
CTOpOHOM. Bce oHM mpeiaratoT 30J10ThIE TOPbI, HO Ha JIeJie Bbl JINOO
MOTEPsCTE ACHBIU, TU0O 3aIUIATUTE COTUIHYIO CYMMY 3a JICIIEBYIO
KUTANUCKYIO MOAAEIKY.

19. Co3maiite OTACIBbHYIO KapTy IS
IUIATEKEU B UHTEPHETE

HeoOs3aTensH0 BBOOAUTH JaHHBIE Ballleid OCHOBHOI 0aHKOBCKOM
KapThl B MHTEPHET-MarasnuHax. 3aperucTpUpymTe OTACIbHYIO, C
KOTOpPOH BBl OyIeTe OIJIauyMBaTh BCE OHIANH-TIOKYIIKH, M HE XpaHUTE
Ha HeM Oospire cyMMbl. Eciii ee peKBU3UTHI KaK-TO MOMAAyT K
MOIIIEHHUKaM, Ballli (PMHAHCOBBIC ITOTEPU HE OYIYT CAUIIKOM
CEpPbE3HBIMU.

20. ITocTapanTeCh HUYETO HE TOKYNATh
B COIMAJIBHBIX CETSIX

Ceituac HemMano TOBApOB U yCIyT mpeiaraercs yepe3 «BKonTtakrey.
Ecnu Bac 3auHTEpecoBaIu CEphru pyyHOil pabOTHI WM TOPT,
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yO€IUTECh, UTO YEJIOBEK, KOTOPBIA MX MPOAAET, peajieH. MoXeT, y
HETrO yXKe JIeJIAJIM 3aKa3 Ballld 3HaKOMbIE. 110 kpaliHel Mepe, €CIU BbI
COBEPILAETE NOKYIIKY BIEPBBIE, HE IEPEBOJAUTE MIPEIOILIATY HA KAPTY
¢uszndeckoro nuna. CKaxxurte, 4To OTJAJIUTE JIEHbIY TOJBKO MIPU
JUYHOM BCTpEYE U Korja yBuaute tosap. Cieaynre 3Tum
pPEKOMEHAAIUAM, YTOObI COXPAHUTH KOHPUACHIIUATBLHOCTD, IEHBIU U
HEPBBI.



